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Security of Your Data

Services Profile

With the ever-changing securily risks that are present, when {ransacting business online, it’s undersiandable if you have concerns
ahoul keeping your dala safe. Because vour accountant has chosen Thomson Tax & Accournting products and services Lo serve
yvour accounting needs, you can be assured thal your sofiware and dala are in the mosl secure localion available—the world-class,
[BM-certified Thomson Data Center. Comprised of two slale-of-the-arl facililies Lolaling 175,000 square feel, il is one of the largesi
dala cenlers in the world. Every precaulion is laken Lo guaraniee the safely of your dala. Equipment and facilities are prolecled
against fire, nalural disaslers, power failures and olther unexpected scenarios.

Data Security

» Data moving over the Inlemet, is encrypled using Secure Sockel, Layer (SSL), the standard for e-commerce
lransaclion securily.

» silrix Secure ICA (128hil) encryplion soflware encrypls the Cilrix ICA dala stream for soflware delivered via
Applicalion Service Provider (ASP} technology.

» Load-balancing devices provide porl forwarding and proxy wilth buili-in safeguards 1o prevenl *Denial of Service”
(DoS} allacks.

» Multiple levels of securily allow elevaled levels of control for maintenance personnel withoul, compromising security—
including private network circuils for management of dala. Connections are secured al bolh ends with a firewall and
a WAN rouler configured with an Access Conlrol Lisl (ACL).

Infrastructure
» Redundanl power feeds are used from separale ulility substalions.
» Ten diesel generalors wilth 19 megawalls of power supply backup for the enlire complex.
» Inlernel access is oblained using mulliple providers.
» 117,000 square feel of raised floor accommeodales cable management and uniform cooling distribution.
» Advanced fire conlrol systems enable the detection of heal and smoke using either HALON or CO2 fire suppression

above and below the raised flooring.

Security
» 24/7/365 inlernal securily moniloring is maintained with camera surveillance al all entry points.
» Card-key enlry system admilling only authorized persormel is conlinmously logged and monilored.
» Mulli-zoned, mulli-level keveard access conlrols and monitors all access inlo the dala center and inlernal areas.
» Picture 11} is required for entrance into all buildings.
» Vehicle identification is required.

Data Privacy

» All dala is trealed as strictly confidential.

» Access Lo your information is limiled o those employees with a business requirement, for accessing such information.
» All hard copies of dala are destroved before disposal.

» Employees are conlinually educaled on the confidentlial nature of this informalion, your needs for privacy, as

well as incorporaling policies and procedures for this purpose. Your customer informalion will never be discussed wilh
third parties withoul your permission.

As Lechnology conlinues 1o advance, you can be sure thal vou have the most up-lo-dale safeguards possible Lo keep vour

personal and business financial information confidential and secure. Your (rust is important. and a commilment has heen made
1o keep your dala safe. You can be confident thal the world-class, IBM-certified Thomson Dala Center will deliver.
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